
[AS PASSED BY THE MAJLIS.E.SHOORA (PARLIAMENT)]
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lo mqkr proviiions for prevenlion of eleclronic crimes
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WHEREAS it is expedient to ptevent unautho zed acts wi& rcspect to informatiotr

systems and providc for related offences as well as fiechanisms lor their invcstigation.
prosecutiofl, trial and international coopetation with respect thereof and for matters connected

tllerewith or ancillary thercto:

It is hc(eby enactcd as follows: -

CIIAPTER I
PREI,IMINARY

l. Short titlc, ertenl, epplic.tioa aDd commencement.- (1) This Act may be called the

Prevention of Electronic Crimes Act, 2016.

(2) lt cxtends to the whole of Pakistan.

(3) It shall apply to cvery citizen of Pakistan wherever he may be and also to every

olher person for the time being in Pakistan.

(4) It shall also apply to any act cornmitted outside Pakistan by any pcrson if the act

constitutes an offence under this Act and affects a person, property. idformation system or data

located i! Pakistan.

2.

(5) lt sfiall come into force at once.

Definitions.- (l) In rhis Act, unless there is anything repugnant in the subject or context,

(a) "act" includes-

(D a series of acts or omissions contrary to the provisions of this Act; or

(iD causing an aot to be done by a pcrson either directly or tkough an

automated information system or automated mechanism or self-executing,

adaptive or autonomous device and whethcr having lempomry or

permanenl impact;

(b) "access to da1a" means gaining con&ol or ability to use, copy, modily or delete

alry data hcld in or generaled by any device or info(hation system;
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(c)

(d)

(c)

"access to infornlatiorl system" means gaining control or ability to use aay part ol
whole of an infolnatiolr system whelher or not through infringing any se.urity

Ineasurei

"Authority" meatrs the Pakistan Telccommunication Aulhority established under

the Pakistan Tel( communication (Re-organiz2tion) Act, 1996 (XVII of 1996)l

"authorization" rneans authorization by law or the pe on empowered to make

such aulhorizaticn undcr the iaw:

Provided that where an information systcm or data is available for open

access by the gelrcral public. access to or transmission of such information systcm

or dala shall be deemed to be authorized for the purposes ofthis Act;

"authorizcd oflicer" means an officcr of the investigation agency autho.ized to

perfornl any function on behalfofthe investigation agency by or ulder this Act;

"Code" nrcans th: Code of Cnminal l'rocedure, 1898 (Act V of 1898);

"content datt' rreans any represcntation of fact. information or concepl lor
processing in an information system including source code or a program suitable

to cause an inlorraation system lo pcrform a function;

"critical infrastruature" meaos critical elements of infiastructure namely assets,

facilities, systems, networks or processes the loss or compromise ofwhich could

result in:

(i) major dettimental impact on the availability, intcgrity or delivery of
esscntial serviccs including those scrvices, \r'hose integity, if
compromised, could result in significant loss of life or casualties laking

into account significant economic or social impacts; or

significanl impact on national security, national defense, or the

functioninl of the state".

(0

(c)

(h)

(jr

(i) "Court nleans thc Court ofcompctcnt jurisdiction dcsignated under this Act;

(r r)

l'r(vided that the Govenment may dcsignatc any priva(c ol

Covernnc lt infrastlucture in accordancc \rilh thc objectives of
sub paragraphs (i) and (ii) abovc, as critical inliaslruclure as may be

prescribod under this Ac1.
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(k) "critical infrastructure infornation system or data" means an itrformation syster!,

program or data that supports or perfortns a function with rcspect to a critical

infrastructule;

0) "damage to an information system') means aoy unauthodz€d cha[ge in the

ordinary working of an information system that impairs its perfomance, access,

output or chauge in looation \+{rether temporary or permalent and with or without

causing any change in the system;

(m) "data" ircludes content data and traffic data;

(n) "data damage" means alte.ation, delclion, dcterioratioD, erasure, relocation,

suppression of data or making data temporarily or permanen y unavailablc;

(o) "device" includes-

(D physical device or article;

(iD any electronic or viftual tool that is not in physical form;

(iii) a passrrord, access code or similar data, in electronic or other fom, by

which lhe whole or any part of an information system is capable of being

accessed; or

(iv) automat€d, self-executing, adaptive or autonomous devices, programs or

information syste0s;

(p) "dishonest intention" means intention to cause injury, urongfirl gain or wrongful

Ioss or harm to any persoq or to create hatred or incitement to violence;

(q) "electronic" includcs electrical, digital, magnetic, optical, biomctric,

electrochemica.l, electromecharical, wireless or electrcmagnetic technology;

(r) "identity infoimation" means an information which may authenticatc or identiry

an individual or an information system and enable access to any data or

infoma(ion system;

G) "information' includes tex! mcssage, data, voice, sound, database, video, sigtrals,

softwarc, computer progmr nes, ony forms of intelligence as deined under the

Pakistar Telecorrmunica(on (Re-organization) Act, 1996 (XVII of 1996) and

codes including object code and source code;
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"inlbrmaliol syst]m" means an cleclronic system lor creating, generating,

sending, rcceiving storing. reproducing, displaying. recording or processing any

informalion;

(u) "integriq," mcans, in relation to an electronic documeDl, electronic signature or

advanced electonic signature, the electronic docunrcDt, eleclronic signaturc or

advanced cle0tronlc signature thal has not been tampcred u'ith, altered or

modificJ srncc a parlicular point in lrmc:

(v) "interfcrence witl information syst€m or data" means and includes an

unauthorized act in rclation to an inlbrmation system or data that may disturb its

normal working or form with or without causing any actual damage lo such

system or data;

(*) "investigation agehcy" means the law enforcement agcncy established by or

desigrated under lhis Act;

(x) "minor" mcans, nol,vithstanding anfhing contained in any othcr law, any person

who has not compleied the age ofeightcen years;

(y) "offence" means an offence punishable undcr this Act cxcept when commifted by

a pcrson under ten lears of age or by a person above ten years of agc and under

fourteen years of ag(j, who has not attained sufficient maturity ofunderstanding to

judge the nature and consequcnces ofhis conduct on that occa-sion;

o

(z) "nrles" means rulcs rlad€ undcr this Act;

(za) "seize" with rcspect to an information systcm or data includcs taking possession

ofsuch system or dala or making and retainiDg a copy ofthe data;

(zb) "scrvice provider" in,:ludes a person who-

(i) acts as a se vice providcr in relation to scnding, recciving, storing,

processing o' distribution of aDy elcctroni( communication or thc

provision of other services in rclalion to clectronic communication

rhrough an iDlcrmation systern;

owos! possess,rs, operates, manages or controls a public switched network

or provides telecommunicatidn services; or

(ii)
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(iiD processcs or stores data on behalf of such electronic communication

service or users ofsuch service:

(rd) "traftlc data" includes data relating to a commlrnication indicatirg its origin,

dcstination, route, time, size, duration or t)?e ofscrvice;

(ze) "unauthorized access" means access lo an information system o! data which is not

available for access by general public, without autho zation or in violation of thc

terms and conditions ofthe authorization;

(zD "unauthorized interception" shall mean in relation to an infomalion system or

data, any interception without authoriz.ation; and

(zC) "Ursolicited information" means the infomation which is sent for commcrcial

and marketing purposcs against explicit rejection of thc recipient and docs not

include marketing authorized under the law.

(1;; Unless the context provides otherwise, any other expression used in this Act or

rulcs rrade thereunder but not dcfined in this Act, shall have the same meanings assigned to the

expressions in the Pakistan Penal Code, 1860 (Act )(LV of 1860), the Code of Criminal

Procedure. 1898 (Act V of t898) and the Qanoon-e-Shahadat Order, 1984 (P.O.No.X of 1984),

ai the ca5e may bc.

C}IAPTER II
OFFENCES AND PUNISHMENTS

3. Unauthorized access to itrformatioa syslem or dsta.- Who€vea with dishonest

intcntion gains unaulhoriired acc€ss to any information system or data shall be punished with
imprisourncfit for a tenn which may extend to three months or with finc which may cxtend to

fifty thousand rupees or with both.

4. Unauthorized copyitrg or tr.rsmissioD ofd.ts.- Whoever wilh dishonest intention and

without authorizntion copies or otherwise transmits or caus€s to be tlansmitted any data shall bc

punished with imprisonment for a term which may extend to six months, or with fine which may

extend to one hundred thousand rupees or with bolh.

lzr) "subscriber information" means any information held in any form by a service

providcr rclating to a subscribe. other than aaffic data;


